Wireless Sensor Networks (WSN) 
Introduction
A WSN consists of a number of spatially distributed small autonomous devices, called nodes, boarded with sensors through which they can cooperatively monitor physical or environmental conditions (e.g., air pressure, temperature, vibration, etc.) at some location or control different applications (e.g., industrial machines, etc.) [1] . Numerous applications seem to be efficiently realized through the development of WSNs such as military applications, e.g., ammunition detection and battlefield surveillance, and civilian applications including home automation, traffic control, environment and habitat monitoring, healthcare applications, etc.
In addition to the sensors, each node in a WSN is typically equipped with a small microcontroller, an energy source such as a battery and a radio transceiver or other wireless communications device, hence enabling each node to perform onboard sensing, computing and communication tasks within the constraints of its miniature size. These nodes are connected in an ad hoc manner without any centralized infrastructure in the WSN . Many operations of WSN require all its nodes be synchronized to a common time scale. Clock synchronization is important since it enables all the nodes to accomplish object or phenomenon localization and tracking, efficient duty cycling operation, data fusion, and many security and MAC protocols.
The requirement of time synchronization in WSNs demands the designing of a protocol in which the nodes exchange messages with each other to adjust their clocks to a common reference. At the same time, it is very beneficial to extract information about their relative frequency, called clock skew, because imperfections in quartz crystals and environmental conditions cause different nodes to run at different frequencies. Clock skew adjustment guarantees not only a more precisely synchronized network, but also helps in maintaining this synchronization for a longer period consequently increasing the lifetime of the whole network.
To deal efficiently with the specific requirements associated with the long-term operation of WSNs, quite a few synchronization protocols have been designed in the past few years. This research is based on estimation of clock parameters in a two-way timing message exchange mechanism which is a very efficient synchronization protocol if the the clock parameters of higher order can also be estimated from the same message exchange mechanism without any additional communication overheads. For modeling the network delays for the purpose of this research, several pdf models for random queuing delays have been proposed so far, the most widely used of which are exponential, Gamma, and log-normal distributions. Amongst them, the exponential distribution fits quite well several applications. Also, if the number of error sources is large, the Central Limit Theorem can be invoked to model the delays as Gaussian.
In any case, there is a lack of analytical performance bounds and metrics to assess and compare the performance of the algorithms presented so far. At present, the accuracy achieved by these algorithms is reported based only on experimental basis without employing any statistical optimality criteria or analytical means.
Contributions
Based on the two-way timing message exchange mechanism between two nodes employed in many protocols such as Network Time Protocol (NTP) [2] , Time synchronization Protocol for Sensor Networks (TPSN) [3] , etc., the contributions of this research are as follows.
1. Assuming the simple and conventional clock offset only model and no clock skew, the Maximum Likelihood Estimators (MLE) and the corresponding Cramer-Rao Lower Bounds (CRLB) have been derived, assuming Gaussian and exponential models for the delays, respectively. Finding the MLE is attractive due to its optimal properties in the presence of a large number of observations (i.e., unbiasedness, asymptotic efficiency and consistency).
2. Next, the more realistic model including both clock offset and skew, the joint Maximum Likelihood Estimates have been derived again assuming both Gaussian and exponential random delays.
Under the Gaussian delay model, the corresponding
Cramer-Rao Lower Bounds have also been derived as a performance benchmark.
4. Under the exponential delay model, the corresponding algorithms for finding those estimates are also presented in detail.
5. Due to computational complexity of the Maximum Likelihood Estimate, some simplified clock offset and skew estimators, which do not require the knowledge of the fixed portion of delays and very computationally efficient, are proposed. The first one uses only the first and the last sample of the observations to estimate the clock skew, then the clock offset is estimated by compensating for the clock skew through this simple estimator in the original observations. The second approach finds two minimum distances between the data set originating and terminating on the first node, and estimating both clock offset and skew by fitting a line between them.
The price paid for adopting such simple approaches is a slight degradation in the performance of the estimators.
6. For accomplishing the goal of long term synchronization in WSNs, the relationship between the two clocks is modeled as quadratic rather than linear and the MLE of the corresponding clock drift has also been derived.
It should be noticed that this methodology can be employed to any time synchronization protocol involving one or two way message exchange mechanisms between two nodes.
Future Directions
In addition to presenting the new results, numerous possible directions are also suggested for further research in this area such as 1. The performance of other popular synchronization protocols can be assessed by employing similar methodology to achieve a global performance analysis of existing timing synchronization protocols for WSNs.
2. More flexible clock synchronization protocols supporting highly mobile sensors can also be considered. This is a very interesting area to investigate the effects of mobility on time synchronization since no solid results in this direction have presently been proposed.
3. Cramer-Rao Lower Bound, or in fact tighter lower bounds such as Chapman-Robbins Bound, for the Joint Maximum Likelihood Estimators for exponential delay model can also be derived.
4. While the lower bound addresses the quality of the estimator on a single hop, it is very important in WSN or any network scenario to investigate the form, nature and properties of errors accumulated when the time synchronization information is passed over multi hops to synchronize the whole network. One such possible direction is the study of the error accumulation for the practical multi-hop synchronization protocols, e.g., Time Diffusion Protocol [4] . Analytical results about the form of the error accumulated over the WSN and the techniques to reduce it could prove very helpful for optimal clock synchronization in WSNs.
